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Programs Semantics
J−K
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Equational theories for programs

Rational expressions: e, f ::= 0 | 1 | a ∈ Σ | e + f | e · f | e∗

J0K R = ∅ J1K R = {ε} JaK R = {a} Je + f K R = JeK R ∪ Jf K R

Je · f K R =
{

wx : w ∈ JeK R, x ∈ Jf K R
}

Je∗K R =
{

w1 · · ·wn : w1, . . . ,wn ∈ JeK R
}
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Equational theories for programs

e + e ≡KA e

e · (f · g) ≡KA (e · f ) · g

1 + e · e∗ ≡KA e∗
e · f + g 5KA f

e∗ · g 5KA f
. . .

Theorem (Kozen 1994; Salomaa 1966; Boffa 1990; Krob 1990)

For all rational expressions e and f , we have e ≡KA f if and only if JeKR = Jf KR.
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Tobias Kappé (University College London) Kleene Algebra May 21, 2019 5 21



Equational theories for programs

e + e ≡KA e e · (f · g) ≡KA (e · f ) · g

1 + e · e∗ ≡KA e∗

e · f + g 5KA f

e∗ · g 5KA f
. . .

Theorem (Kozen 1994; Salomaa 1966; Boffa 1990; Krob 1990)

For all rational expressions e and f , we have e ≡KA f if and only if JeKR = Jf KR.
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Equational theories for programs

Theorem (Kleene 1956; Brzozowski 1964; Thompson 1968; Antimirov 1996)

For every rational expression e, there exists a finite automaton A such that L(A) = JeKR.

Theorem (Hopcroft and Karp 1971; Bonchi and Pous 2013)

Language equivalence of finite automata is decidable (by checking bisimilarity).

Corollary

Given rational expressions e and f , we can decide whether JeKR = Jf KR.
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Equational theories for programs

NetKAT programs: e, f ::= drop | skip | dup | ` = v | `← v | e + f | e · f | e∗

Denotational semantics: J−KF : Programs→ Network Policies.

`← v · ` = v ≡PA `← v `← v · ` ′ ← v ′ ≡PA `
′ ← v ′ · `← v . . .
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`← v · ` = v ≡PA `← v `← v · ` ′ ← v ′ ≡PA `
′ ← v ′ · `← v . . .

Theorem (Anderson et al. 2014)

For all NetKAT programs, e ≡PA f if and only if JeKF = Jf KF.

Using ≡PA, one can “compile” a NetKAT program into a format interpretable by network
hardware [Smolka et al. 2015].
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`← v · ` = v ≡PA `← v `← v · ` ′ ← v ′ ≡PA `
′ ← v ′ · `← v . . .

Theorem (Anderson et al. 2014; Foster et al. 2015)

Given two NetKAT programs, it is decidable whether JeKF = Jf KF.

(sw = A) · p · (sw = B) ≡PA drop ⇐⇒ switch A cannot reach switch B
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Tobias Kappé (University College London) Kleene Algebra May 21, 2019 7 21



Equational theories for programs

Parallel composition⇒ concurrent Kleene algebra

Lock-step behaviour⇒ synchronous Kleene algebra

Conditional flow⇒ guarded Kleene algebra

Tobias Kappé (University College London) Kleene Algebra May 21, 2019 8 21



Concurrent Kleene Algebra

Parallel composition⇒ concurrent Kleene algebra

Lock-step behaviour⇒ synchronous Kleene algebra

Conditional flow⇒ guarded Kleene algebra
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Concurrent Kleene Algebra

Series-rational expressions: e, f ::= 0 | 1 | a ∈ Σ | e + f | e · f | e ‖ f | e∗

a · b ≈ a b

c · (

a ‖ b

) · d

≈
b

a

c d
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}
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{
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Concurrent Kleene Algebra

e ‖ 0 ≡BKA 0 e ‖ 1 ≡BKA e e ‖ f ≡BKA f ‖ e

e ‖ (f ‖ g) ≡BKA (e ‖ f ) ‖ g e ‖ (f + g) ≡BKA e ‖ f + e ‖ g

Theorem (Laurence and Struth 2014)

For sr-expressions e and f , we have e ≡BKA f if and only if JeKSR = Jf KSR.

Theorem (Laurence and Struth 2014; Brunet et al. 2017; K. et al. 2018b)

Given sr-expressions e and f , it is decidable whether JeKSR = Jf KSR.

Tobias Kappé (University College London) Kleene Algebra May 21, 2019 11 21



Concurrent Kleene Algebra

e ‖ 0 ≡BKA 0 e ‖ 1 ≡BKA e e ‖ f ≡BKA f ‖ e

e ‖ (f ‖ g) ≡BKA (e ‖ f ) ‖ g e ‖ (f + g) ≡BKA e ‖ f + e ‖ g

Theorem (Laurence and Struth 2014)

For sr-expressions e and f , we have e ≡BKA f if and only if JeKSR = Jf KSR.

Theorem (Laurence and Struth 2014; Brunet et al. 2017; K. et al. 2018b)

Given sr-expressions e and f , it is decidable whether JeKSR = Jf KSR.
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Concurrent Kleene Algebra

a b v a b

a

b

c

d
v

a

b

c

d

JeK SR↓ =
{

U : ∃V ∈ JeK SR. U v V
}

Theorem (Brunet et al. 2017)

Given sr-expressions e and f , it is decidable whether JeKSR↓ = Jf KSR↓.
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Concurrent Kleene Algebra

(e ‖ f ) · (g ‖ h) 5CKA (e · g) ‖ (f · h)

Theorem (K. et al. 2018a; Laurence and Struth 2017)

For an sr-expression e, we can construct an spr-expression e↓, such that:

e ≡CKA e↓ JeK SR↓ = Je↓K SR

Corollary

For sr-expressions e and f , we have e ≡CKA f if and only if JeKSR↓ = Jf KSR↓.
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Synchronous Kleene Algebra

Parallel composition⇒ concurrent Kleene algebra

Lock-step behaviour⇒ synchronous Kleene algebra

Conditional flow⇒ guarded Kleene algebra
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Synchronous Kleene Algebra

Synchronous rational expressions: e, f ::= 0 | 1 | a ∈ Σ | e + f | e · f | e × f | e∗

J0K Syn = ∅ J1K Syn = {ε} JaK Syn = {{a}}

Je + f K Syn = JeK Syn ∪ Jf K Syn Je · f K Syn = {wx : w ∈ JeK Syn, x ∈ Jf K Syn}

Je × f K Syn = {w × x : w ∈ JeK Syn, x ∈ Jf K Syn} Je∗K Syn = JeK ∗Syn

Let w , x ∈ P(Σ)∗ and A,B ⊆ Σ; then

w × ε = ε× w = w Aw × Bx = (A ∪ B)(w × x)
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Je + f K Syn = JeK Syn ∪ Jf K Syn Je · f K Syn = {wx : w ∈ JeK Syn, x ∈ Jf K Syn}

Je × f K Syn = {w × x : w ∈ JeK Syn, x ∈ Jf K Syn} Je∗K Syn = JeK ∗Syn

Let w , x ∈ P(Σ)∗ and A,B ⊆ Σ; then

w × ε = ε× w = w Aw × Bx = (A ∪ B)(w × x)
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Synchronous Kleene Algebra

e × f ≡SKA f × e e × (f × g) ≡SKA (e × f )× g e × (f + g) ≡SKA e × f + e × g

e × 0 ≡SKA 0 e × 1 ≡SKA e (a · e)× (b · f ) ≡SKA (a× b) · (e × f ) (a, b ∈ Σ)

Claim (Prisacariu 2010)

For syn. rational expressions e and f , we have e ≡SKA f if and only if JeKSyn = Jf KSyn.

Counterexample (Wagemaker et al. 2019)

Let a ∈ Σ; now Ja∗ × a∗KSyn = Ja∗KSyn, but a∗ × a∗ 6≡SKA a∗.
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Synchronous Kleene Algebra

e · f + g 5KA f

e∗ · g 5KA f

e · f + g 5KA e

g · f ∗ 5KA e

Theorem (Wagemaker et al. 2019)

For syn. rational expressions e and f , we have e ≡SF1
f if and only if JeKSyn = Jf KSyn.

Theorem (Broda et al. 2015)

For syn. rational expressions e and f , it is decidable whether JeKSyn = Jf KSyn.
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Guarded Kleene Algebra

Parallel composition⇒ concurrent Kleene algebra

Lock-step behaviour⇒ synchronous Kleene algebra

Conditional flow⇒ guarded Kleene algebra

Tobias Kappé (University College London) Kleene Algebra May 21, 2019 18 21



Guarded Kleene Algebra

Guarded rational expressions: e, f ::= b ∈ B | a ∈ Σ | e · f | e +b f | eb

JbK GR = {α ∈ At : α 6 b} JaK GR = {αaβ : α,β ∈ At}

Je · f K GR = {wαx : wα ∈ JeK GR,αx ∈ Jf K GR}

Je +b f K GR = {αw ∈ JeK GR : α 6 b} ∪ {αx ∈ Jf K GR : α 6 b}

q
eby

GR = {α1w1α2w2 · · ·αnwnαn+1 : αiwiαi+1 ∈ JeK ,α1, . . . ,αn 6 b,αn+1 6 b}

Lemma

For guarded rational expressions e and f , it is decidable whether JeKGR = Jf KGR.
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Tobias Kappé (University College London) Kleene Algebra May 21, 2019 19 21



Guarded Kleene Algebra

Guarded rational expressions: e, f ::= b ∈ B | a ∈ Σ | e · f | e +b f | eb

JbK GR = {α ∈ At : α 6 b} JaK GR = {αaβ : α,β ∈ At}

Je · f K GR = {wαx : wα ∈ JeK GR,αx ∈ Jf K GR}

Je +b f K GR = {αw ∈ JeK GR : α 6 b} ∪ {αx ∈ Jf K GR : α 6 b}

q
eby

GR = {α1w1α2w2 · · ·αnwnαn+1 : αiwiαi+1 ∈ JeK ,α1, . . . ,αn 6 b,αn+1 6 b}

Lemma

For guarded rational expressions e and f , it is decidable whether JeKGR = Jf KGR.
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Guarded Kleene Algebra

0 · e ≡GKA 0 ≡GKA e · 0 1 · e ≡GKA e ≡GKA e · 1 e · (f · g) ≡GKA (e · f ) · g

e +b (f +c g) ≡GKA (e +b f ) +b∨c g b · c ≡GKA b ∧ c e +b 0 ≡GKA b · e e+b e ≡GKA e

e +b f ≡GKA f +b e (e +b f ) · g ≡GKA (e · g) +b (f · g) e +b f ≡GKA b · e +b f

e · eb +b 1 ≡GKA eb (e +c 1)b ≡GKA (c · e)b E(e) = 0 f · e +b g ≡GKA e

f b · g ≡GKA e

Conjecture

For guarded rational expressions e and f , we have e ≡GKA f if and only if JeKGR = Jf KGR.
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Conclusion

1 Kleene algebra is a powerful tool for reasoning about program equivalence.

2 Classical results for Kleene algebra extend to new operators.

3 When done right, reductions for completeness and decidability coincide.

4 Hardness of these proofs warrants this modular approach.
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Thank you for your attention

CoNeCo
https://coneco-project.org

For slides, see https://tobias.kap.pe
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